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Quan tri bao mat thu dién tr trong Microsoft Exchange Server 2007 Tai liéu danh cho hoc vién

Module 1 Maintaining Antivirus and Anti-Spam Systems

Bai tap 1 Str dung cac tinh nang Anti-Spam

Chuan bi
1. Thiét 1ap m6 hinh mang nhu sau:
EXx
SPAMMER Exchange Server 2007
Mail Server DOMS Server: vsiclab.net
DNS Server: gpamking.com Domain Controller

192 168, 1. 230024 162, 168.1.220/24

DME:
DS 192.168.1.230 192 168.1.220
L i ]

2. Chu hinh Condition Forwarder cho DNS
Trén EXO01, forward domain spamking.com sang 192.168.1.230 va trén SPAMMER
forward domain vsiclab.net sang 192.168.1.220.
Tao cac MX record cho 2 domain trén 2 DNS Server.
3. Cai dat SMTP Service va POP3 Service trén SPAMMER.
4. Céu hinh SMTP Service domain 1a spamking.com va cau hinh chimg thyc 1 Basic
Authentication.
5. Céu hinh POP3 Service.
Tao domain spamking.com
Tao mailbox voldermort trong domain spamking.com

Cai dat Anti-spam Agent cho Hub Transport server
1. Dung 1énh install-AntispamAgents.ps1 dé cai dit Anti-spam Agent
Vao Exchange Management Shell, chuyén vao thu muc C:\Program

Files\Microsoft\ExchangeServer\Scripts\ roi dung 1énh install-
AntispamAgents.ps1 dé cai dit Anti-spam Agent.

VSIC Education Corporation Trang 2



Quan tri bao mat thu dién tr trong Microsoft Exchange Server 2007

Tai liéu danh cho hoc vién

@nl"‘lachine: ex01 | Scope: vsiclab.net
[PE]1 C:n>

[PS] C:v>ed “C:sProgram Files“MicrosoftsExchange ServersScripts’
[F5]1 C:=“Program Fileszs“Microsoft“Exchange Server ~Scripts>_“install-AntispamAgents
.p=sl

Identity

Connection Filtering Agent
Content Filter Agent
Sender Id Agent

Sender Filter Agent
Recipient Filter Agent
Protocol Analysis Agent

The agentz listed above have heen installed. Please restart Microsoft

Enabled

True
True
True
True
True
True

Transport service for changes to take effect.

[P5]1 C=“Program Files“Microsoft~Exchange Server~Scripts>

Priority

C4u hinh Connection Filtering v&i IP Block List
1. Giri mot message tir Voldermort dén Harry. Xac nhan Harry d3 nhan duoc message tir

Voldermort

Trén SPAMMER, dang nhan vao Outlook Express véi tai khoan Voldermort, guri mot

message dén harry@vsiclab.net véi tiéu dé Test IP Block List — Before config.

Trén EXO01, ddng nhap vao Outlook Web Access véi tai khoan Harry, xac nhan Harry
da nhan dugc message tu Voldermort.
2. C4u hinh IP Block List dé chin két ndi tr dia chi IP 192.168.1.230
Trong Organization Configuration\Hub Transport, vao tab Anti-spam, nhan phai
vao IP Block List roi chon Properties.

4 Microsaft Exchange

[5-sfs| Organization Configuration
----- 15y Mailbox

----- . 1_: Client Access

----- i~ Hub Transpart

o {27 Unified Messaging
o Server Configuration
----- .:|.=1 Mailbio:

----- =2 Client Access

= Hub Transport
-5 Unified Messaging
[+ ;' Recipient Configuration
----- a8 Toolbox

B Hub Transport

Remate Domainz

O objects

I Accepted Domainz

E-mail Addrezs Policies I Tranzport Rules I Journaling
Send Connectars | Edge Subscriptions Anti-gpam

Feature = | Statuz

S Content Filtering Enabled

STP Allow List Enahbled

STP Allow List Providers Enabled

[P Block List Enabled

S|P Black List Providers Enabled

S Recipient Filtering Enabled

&7 Sender Filtering Enabled

S Sender 1D Enahbled

&7 Sender Reputation Enabled

Trong hop thoai IP Block List Properties, vao tab Blocked Addresses, nhan Add,
roi nhap 192.168.1.230 vao 6 Address or address range, nhan OK. Nhan OK trong
hdp thoai IP Block List Properties.
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Quan tri bao mat thu dién tr trong Microsoft Exchange Server 2007 Tai liéu danh cho hoc vién

X

General Blocked Addrezszes

Always block meszages sent from the following IF addresses:
ongd -

Flemote |P addresz(es] E =piration Status

x|

Addresz or addiess range
[192.168.1.230
Example: 192.168.1.0/24

Expiration:
"  Newver let thiz address expire

(" Block until date and me:

| ) | =
(] | Cancel

y | 2

(] Cancel | Help |

3. Xac nhan IP Block List da dugc ap dung
Trén SPAMMER, dang nhan vao Outlook Express voi tai khoan Voldermort, guri mot
message dén harry@vsiclab.net voi tiéu dé Test IP Block List — After config.
Chd mot 1at Voldermort s& nhan dugc message bao rang khong thé chuyén message da
gui cho Harry.
Trén EXO01, dung Get-AgentLog cmdlet, dé xem nhat ky ciia Anti-spam Agent.
_ioix

C:sDocuments and Settings“Administrator>Get—AgentLog

1892887 1:27:17 PH
B8CTDES48929EBCY
IPAddress 192.168.1.238
Mezzageld
P1FromAddress voldermort@spamking .com
£ses L
>
Connection Filtering Agent
OnMailCommand
Re jectCommand
SmtpHezponsze 558 5_7.1 External client does not have permiszions to submit
to this server
Heazon LocalBlockList
ReaszonData entry created by adninistrator

[P5]1 C=“Documents and Settings“Administrator>

4. V6 hiéu hoa céc thiét 1ap da thyuc hién dé chudn bi cho bai thyc hanh tiép theo.
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C4u hinh Connection Filtering vé&i IP Block List Providers

1. Guiri mot message tit Voldermort dén Harry. Xac nhén Harry da nhan dugc message tir
Voldermort.
Trén SPAMMER, dang nhan vao Outlook Express véi tai khoan Voldermort, guri mot
message dén harry@vsiclab.net véi tiéu dé Test IP Block List Providers — Before
config.
Trén EXO01, ddng nhap vao Outlook Web Access véi tai khoan Harry, xac nhan Harry
da nhan dugc message tur Voldermort.
2. Céu hinh IP Block List Providers dé chin tat ca message dén tir cac dia chi ma Block List
Providers xac nhan la noi glri cac message spam.
Trong Organization Configuration\Hub Transport, vao tab Anti-spam, nhan phai
vao IP Block List Provides roi chon Properties.
Trén hop thoai IP Block List Providers Properties, vao tab Providers, nhan Add.

IP Block List Providers Properkties x|

General Providers | E:-:u:eptiu:unsl

Block meszages from senders listed at the fallowing IP Block List providers:

Add —
EEZ__ Add IP Block List Provider 5'

Provider n
Provider name:

IDpen Realtime Black List Providers

Lookup domair:
Inrbl.urd

Return status codes:
% Match any return code
™ Match specific mask and responses:

b atch o the following mask:

katch any of the fallowing responzes:

fdd 7 Edit

Determine the ermor meszage returned when a sender i blocked  Emor Meszages... |
by a provider:
(] I Cancel |

Trén hop thoai Add IP Block List Providers, nhap Open Real-time Black List
Providers trong Provider name va orbl.org trong Lookup domain. Nhan Error
Messages.

Nhap thong diép bao 16i. Roi nhan OK 3 lan dé thoat khoi hop thoai cau hinh IP
Block List Providers.
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Quan tri bdo mat thu dién tir trong Microsoft Exchange Server 2007 Tai liéu danh cho hoc vién

IP Block List Provider Error Message x|

Error mezzage to return:
™ Default eror message

& Custom emor message

vOU ARE DEMIED ™" 1 ﬂ

=
0k I Cancel |

3. CAu hinh DNS dé gia lap 1am Block List Providers.
Trén DNS Server tai EX01, tao mot zone mai voi tén orbl.org
Trong zone orbl.org, tao mt A record nhu sau:

1 L3 1 record(s)
=-F Exon - - —
=1 Forward Laokup Zones YPE ata
. -- wsiclab,net | =lza Host () 1z7.0.0.1
EI orbl.org
: 9
A I 20
E"D 168 Marne {uses parent domain name if blank):

EID Feverse Lookup Zones
L3l 192,168 1.x Subnet
@ Ewent Viewer

|23I3.1.168.192

Fully qualified domain name (FQOMN):
| 230.1.168.192.arbl.org.

IP address:
|12? oo

¥ cCreate associated pointer (PTR) recard

Add Host I Zancel

4. Céu hinh ghi nhat ky cho SMTP Virtual Server.
Trén SPAMMER, nhén phai vao Default SMTP Virtual Server trong Internet
Information Service (IIS) Manager, chon Properties.
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Quan tri bdo mat thu dién tir trong Microsoft Exchange Server 2007 Tai liéu danh cho hoc vién

?'g Internet Information Services Marne
=75, 0 SPAMMER {local computer) 4% Domains
--J Application Pools €% Current Sessions
=l g Web Sites

-4 Default Web Site (Stoppe:
[~ Adminiskration (Stopped)

Wiew k
e Window From Here

Rename
Refresh
Expork Lisk. ..

Properties

a Help

Trong hop thoai Default SMTP Virtual Server Properties, chon Enable logging, roi
nhan Properties.

Default SMTP ¥irtual Server Properkies e |

General |.-'1'-.c:|:ess| Messagesl Deliver_l,ll LOAP Fh:uutingl Seu:urit_l,ll

% Default SHTP Witual Server

|P addrezs:
I [Al Inassigned) j Advanced...

[~ Limit number of connections to;

il

Connection time-out [minutes); 1

Active log format:

[44/3C Estended Log File Format v|  Propetties... |
Ok I Cancel | Apply | Help |

Trong hop thoai Logging Properties, vao tab Advanced, chon cic thong tin can ghi
vao nhat ky.
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Quan tri bdo mat thu dién tir trong Microsoft Exchange Server 2007 Tai liéu danh cho hoc vién

Logging Properties ﬂ

General  Advanced |

Extended logging options:

[w] Time { kinne ]l
Extended properties

- [w] Client TP Address { c-ip )

- [w] User Mame [ cs-username )

- [w] Service Mame | s-sitename )

- [w] Server Mame { s-computername

- W] Server IP Address  s-ip

- [ Server Part [ s-port ) —
- [w] Method  cs-method )

- [wf] URI Skem § cs-uri-skem )

- [wf] URI Query { cs-uri-query )

- [ Protocol Status § sc-skatus )

. F‘ru:utnu:u:ul Sul:ustatus { sC- sul:ustatus ) LI

Ok I Cancel Apply | Help |

Nhan OK 2 lan dé thoat ra khoi hop thoai Default SMTP Virtual Server Properties

5. Xac nhan IP Block List Providers da dugc ap dung

Trén SPAMMER, dang nhan vao Outlook Express voi tai khoan Voldermort, guri mét
message dén harry@vsiclab.net véi tiéu d& Test IP Block List Providers — After
config.
Chd mét 1at Voldermort s& nhan dugce message bao rang khong thé chuyén message da
gui cho Harry.
M file nhat ky tai C:\WINDOWS\System32\LogFiles\SMTPSVC1, xem thong bao
101.

-iBix

File Edit Format Miew Help

F

me s-ip s-port <s-method cs-uri-stem cs-uri-guery sc-status sc-wi

192.1658.1. 230 0 EHLO - +SPAaMMER 250 0 - - -

192.168.1.230 0 AUTH - SPAMMER 334 0 - - -

192.168.1.230 0 AUTH - SPAMMER 235 0 - - -

152.168.1.230 0 MAIL — +FROM:+<voldermort@spamking. com> 230 0 - -

152.168.1.230 0 RCPT - +To:+<harry@vsiclab.net> 250 0 - - -

192.1658.1.230 0 DATA — +<S9BS5507BERSES43BARICT7SDS7ECACSAZEspamkin

192.168.1.230 0 QUIT - SPAMMER 240 31 - - -

2 SMTPSVCl SPAMMER - 25 - - 2Z20+ex0l.vsiclab. net+Microsoft+ESMTR+
SMTPSWC1 SPAMMER - 25 EHLO — SPAMMER.spamking.com 0 0 - - -

g SMTPSWC1l SPAMMER - 25 — - 250-ex0l.vsiclab.net+Hello+[192.168.1
SMTPSVCL SPAMMER - 25 MAIL - FROM:<woldermort@spamking.coms= O O
2 SMTPSWCl SPAMMER - 25 - - 250+2.1.0+5ender+0k O 0 - - -

SMTPSVCl SPAMMER - 25 RCPT - TO:<harr vsidab.net:» 0 o - - -
2 SMTPSWCl SPAMMER - 25 - — FEE i
SMTPSVC1 SPAMMER - 25 RSET

E 2

6. V6 hiéu hod cac thiét 1ap da thuc hién dé chuan bj cho bai thuc hanh tiép theo.
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Quan tri bdo mat thu dién tir trong Microsoft Exchange Server 2007 Tai liéu danh cho hoc vién

CAu hinh Sender Filtering

1. Guiri mot message tir Voldermort dén Harry. Xac nhén Harry da nhan dugc message tir

Voldermort
Trén SPAMMER, dang nhan vao Outlook Express véi tai khoan Voldermort, guri mot
message dén harry@vsiclab.net véi tiéu dé Test Sender Filtering — Before config.
Trén EXO01, ddng nhap vao Outlook Web Access véi tai khoan Harry, xac nhan Harry
da nhan dugc message tu Voldermort.

2. Ciu hinh Sender Filtering dé chin tit ca message dén tir domain spamking.com.
Trong Organization Configuration\Hub Transport, vao tab Anti-spam, nhan phai
vao Sender Filtering roi chon Properties.
Trén hop thoai Sender Filtering Properties, vao tab Blocked Senders, nhan Add.

Trong hop thoai Add Blocker Senders, chon Domain roi nhap vap spamking.com.
Nhan OK 2 lan d¢ thoat.

Sender Filtering Properties ﬂ

General Blocked Senders |.-’-'-.c:tiu::n|

Block meszages from the following senders:
£ 5 Add Edit
Ilzer | [lomain | Tywpe

Add Blocked Senders x|

" Individual e-mail address:

& Diomair:

Ispamking.u:u:um

¥ Include all subdomains

4| | Ll

[ Block meszages from blank senders

QFk. Cancel Spply | Help |

3. Xac nhan Sender Filtering da dugc ap dung
Trén SPAMMER, dang nhan vao Outlook Express voi tai khoan Voldermort, giri mét
message dén harry@vsiclab.net véi tiéu dé Test Sender Filtering — After config.
Chd mot 1at Voldermort s& nhan dugce message bao rang khong thé chuyén message da
gui cho Harry.
M¢ file nhat ky tai C:\WINDOWS\System32\LogFiles\SMTPSVC1, xem thong bao
101.
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~=10lx]

File Edit Format Miew Help

s-method cs-uri-stem cs-uri-guery sc-status sc-win3zZ-status cs(Us
EHLO — +SPAMMER 250 0 - - -

AUTH — SPAMMER 334 0 - - -

AUTH — SPAMMER 235 0 — - -

MATL - +FROM:+<voldermort@spamking. com> 250 0 - - -

RCPT — +TO:+<harry@ysiclab.net> 250 0 - - -

DATA - +<39461E1E07414702B16FEFABZO753565@spamking. com» 250 0 - -
QUIT - SPAMMER 240 78 - — -

ER - 25 - - 220+4ex0l.vsiclab. net+M1chSDFt+ESMTP+MAIL+Seru1ce+rea

R - 25 EHLD - SPAMMER. spamking.com O - - -

ER - 25 - - 250-ex0l.wsiclab. net+He11D+[192 168.1.230] 0 0 - - -
Ro- 25 MAIL - FROM:<voldermort@spamking.coms= 0 0 - — -

o - b+ 5. 1. O+=ender+denied O O

Ro- 25 QUIT - - 00 - - —

ER - 25 - - 221+Z.0.0+zervice+closing+transmission+channel 0 0 -

H I v

4. V6 hiéu hoa cac thiét 1ap da thuc hién dé chuan bi cho bai thuc hanh tiép theo.

Cau hinh Recipient Filtering

1. Céu hinh Recipient Filtering dé chin tat ca message giri dén Harry.
Trong Organization Configuration\Hub Transport, vao tab Anti-spam, nhin phai
vao Recipient Filtering roi chon Properties.
Trén hdp thoai Recipient Filtering Properties, vao tab Blocked Recipients, chon
Block the following recipient, nhiap harry@vsiclab.net, réi nhan OK.
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Quan tri bdo mat thu dién tir trong Microsoft Exchange Server 2007 Tai liéu danh cho hoc vién

Recipient Filtering Properties ﬂ

General Blocked Recipients |

[ Block meszages sent to recipients not lizted in the Global Address List

v Block the following recipisnts;

Add 7 Edit 2K

harryigiyvsiclab. net

Ok, I Cancel Apply Help

2. Xac nhan Recipient Filtering da dugc ap dung
Trén SPAMMER, dang nhan vao Outlook Express voi tai khoan Voldermort, guri mét
message dén harry@vsiclab.net va ronald@vsiclab.net v6i tiéu dé Test Recipient
Filtering.
Cho mot 1at Voldermort s& nhan dugce message bao rang khong thé chuyén message da
gtri cho Harry.
Trén EX01, dang nhap vao Outlook Web Access voi tai khoan Harry, x4c nhan Harry
khong nhan dugc message tir Voldermort.
Trén EX01, dang nhap vao Outlook Web Access véi tai khoan Ronald, xac nhan
Ronald da nhén dugc message tir Voldermort.

3. V6 hiéu hod cac thiét 1ap da thuc hién dé chuan bj cho bai thuc hanh tiép theo.

Cau hinh Sender ID

1. Cho phép Relay trén SPAMMER.
Vao tab Access trong hop thoai Default SMTP Virtual Server Properties. Nhan
Relay.
Trong hop thoai Relay Restrictions, chon All except the list below, réi nhan OK 2
1an dé thoat ra khoi hop thoai Default SMTP Virtual Server Properties.
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Relay Restrictions |

Select which computer may relay through thiz wirtual server:

= Orily the list below
0 4| except the list below

Computers:
Access | |P Address [Mazk] / Domain Name
Add... | Eemove |

W Allow all computers which successiully authenticate to relay, regardless
of the lizt above.

Ok I Cancel Help

2. Str dung SMTP Relay trén SPAMMER dé gia mao Ronald giri mot message cho Harry.
Xéc nhan Harry da nhén dugc message giad mao tir Ronald.
Telnet vao port 25 trén SPAMMER va thuc hién cac Iénh sau:

220 SPAMMER:.spamking.com Microsoft ESMTP MAIL Service, Version: 6.0.3790.3959
ready at Wed, 10 Oct 2007 14:37:48 +0700

HELO vsiclab.net

250 SPAMMER.spamking.com Hello [192.168.1.230]
MAIL FROM: ronald@vsiclab.net

250 2.1.0 ronald@vsiclab.net....Sender OK

RCPT TO: harry@vsiclab.net

250 2.1.5 harry@vsiclab.net

DATA

354 Start mail input; end with <CRLF>.<CRLF>
From: Ronald Weasley

To: Harry Potter

Subject: Test fake message

Fake Message.

250 2.6.0 <SPAMMERZDgC81ThdkSm00000003@SPAMMER.spamking.com> Queued
mail for delivery

quit

221 2.0.0 SPAMMER:.spamking.com Service closing transmission channel

Connection to host lost.

Trén EXO01, ddng nhap vao Outlook Web Access voi tai khoan Harry, x4c nhan Harry
da nhan dugc message gia mao.
3. Cau hinh Sender ID dé yéu cau xac nhan chi c¢6 Server voi dia chi IP 192.168.1.220 méi
dugc message tir domain vsiclab.net.
Trong Organization Configuration\Hub Transport, vio tab Anti-spam, nhan phai
vao Sender ID roi chon Properties.
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Trén hop thoai Sender ID Properties, vao tab Action, chon Reject message, roi
nhan OK.

sender ID Properties x|

General Action |

If the Sender |0 check fails, take the following action:

r- H
" Delete message

" Stamp message with Sender 10 result and continue processing

QE. I Cancel Apply Help

Trén EX01, vao DNS Management Console, tao SPF record. Nhan phai vao
vsiclab.net zone, chon Other New Record.
Chon Text (TXT) trong hdp thoai Resource Record Type, r6i nhan Create Record.
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Resource Record Type ed |

Select a resource record bype:

Raoute Through (RT) ;I
Service Location (3R
Signature [5IG

Well Known Services (WES)

K20 ~
Description:

Texk (TET) record, Holds a string of characters that serves as ﬂ

descriptive text to be associated with a specific DMNS domain name.
The semantics of the actual descriptive text used as data with this
record bype depends on the DMS domain where these records are
located, (REC 10350

[

| Create Record, ., I Zancel |

Trong hop hop thoai New Resource Record, nhap v=spfl ip4:192.168.1.220 ~all vao

0 Text:
Mew Resource Record el |

Test (THT) |

Record name (uses parent domain if left blank):

Fully qualified domain name (FODMN):

I wsiclab, net,

Texk:
w=spf1 ip4:192,168.1,220 ~all | ;I

4 o

[ Delete this recard when it becomes stale

Record time skamp: I

Time ko live (TTLY: |El A 00 {DDDOD:HH. MM, 55)

Ik, I Zancel

3. Trén SPAMMER, giri mot message gia mao tir Ronald dén Harry. Xé4c nhan message bi tir
chéi.

Telnet vao port 25 trén SPAMMER va thyc hién cac 1énh sau:
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220 SPAMMER.spamking.com Microsoft ESMTP MAIL Service, Version: 6.0.3790.3959
ready at Wed, 10 Oct 2007 14:37:48 +0700

HELO vsiclab.net

250 SPAMMER .spamking.com Hello [192.168.1.230]
MAIL FROM: ronald@vsiclab.net

250 2.1.0 ronald@vsiclab.net....Sender OK

RCPT TO: harry@vsiclab.net

250 2.1.5 harry@uvsiclab.net

DATA

354 Start mail input; end with <CRLF>.<CRLF>
From: Ronald Weasley

To: Harry Potter

Subject: Test fake message

Fake Message.

250 2.6.0 <SPAMMERZDgC81ThdkSm00000003@SPAMMER.spamking.com> Queued
mail for delivery

quit

221 2.0.0 SPAMMER.spamking.com Service closing transmission-channel

Connection to host lost.

Cau hinh Content Filtering
1. Cau hinh Recipient Filtering dé chan tit ca message c6 chira tir khoa “kill”, ngoai trir
nhiing message c6 tir khoa “love”.
Trong Organization Configuration\Hub Transport, vao tab Anti-spam, nhan phai
vao Content Filtering rdi chon Properties.
Trén hop thoai Content Filtering Properties, vao tab Custom Words, nhap cac tu
kill va love vao cac 6 twong tmg rdi nhan Add. Nhian OK dé két thuc cau hinh.
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Content Filtering Properties ﬂ

General Custam ' ords | E:-:u:eptiu:unsl .-’-'u:tinnl

Meszages containing these wordz or phrases will not be blocked:

Add %

love

Megzages containing these words or phrazes will be blocked, unless the mezsage
containg a word or phrage from the lisk above:

Add

kill

Qk. I Cancel Apply Help

2. Xéc nhan Content Filtering da dugc 4p dung
Trén SPAMMER, dang nhan vao Outlook Express véi tai khoan Voldermort, guri mot
message dén harry@vsiclab.net tiéu dé Test Content Filtering — Block message va
ndi dung 1a : | will kill you.
Giri tiép mot message dén Harry véi tidu dé Test Content Filtering — Alow message
va ndi dung la : I will not kill you because I love you.
Trén EX01, dang nhap vao Outlook Web Access voi tai khoan Harry, xac nhan Harry
chi nhan duoc message c6 tiéu dé Test Content Filtering — Alow message.
Trén EX01, diung Get-AgentLog cmdlet, dé xem nhat ky ciia Anti-spam Agent.
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[ machine:cxtn | Scopecvecaboet _icjx

p G |

MBPzpanking . com?

1 o - I r."‘:“ j; ||| ;
3. V6 hiéu hod cac thiét 1ap da thuc hién dé chuan bi cho bai thuc hanh tiép theo.
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Bai tap 2 Swr dung cac tinh nang Anti-Virus

CAu hinh Attachment Filtering

Trong bai tap nay, ban s& c4u hinh Attachment Filtering dé loc cac message chira file dinh
kém c6 phan mé rong .vmp.

Chuin bj
Bai thyc hanh nay can 3 server
EXO01: DNS, DC, Exchange 2007 (Mailbox Server, Client Access, Hub Transport), dia
chi IP 192.168.1.220.
Edgel: Exchange 2007 (Edge Transport), dia chi IP 192.168.1.222.
SPAMMER: DNS, SMPT Service, POP3 Serivce, dia chi IP 192.168.1.230

1. Guiri mot message tir Voldermort dén Harry. Xac nhén Harry da nhan dugc message tir
Voldermort
Trén SPAMMER, tao mét file test.vmp c6 ndi dung bat ky.
Trén SPAMMER, dang nhan vao Outlook Express voi tai khoan Voldermort, guri mét
message dén harry@vsiclab.net voi tiéu dé Test Attachment Filtering— Before
config va dinh kém file test.vmp
Trén EXO01, ddng nhap vao Outlook Web Access véi tai khoan Harry, xac nhan Harry
da nhan dugc message tu Voldermort.
2. Xéc nhan tinh nang Attachment Filtering da duoc kich hoat va kich hoat
Attachment Filtering néu tinh ning nay chwa duoc kich hoat trude do.
Trén Edgel, trong Exchange Management Shell, st dung Get-TransportAgent
cmdlet dé xac nhan Attachment Filtering da duoc kich hoat.

B Machine: edge1 | Scope: Yiew Entire Forest

t-TransportAgent

Identity Enahled Priority

Connection Filtering Agent True |
Address Rewriting Inbound Agent T e 2
3] Tirue 1

True 4

True 5

T rue i

True 7

7

fittachment Filtering fgent
[0 T0 o i ; = LT Tl

g

[FE]1 C=na

Néu Attachment Filtering chua dugc kich hoat c6 thé sir dung Enable-
~ TransportAgent —Identity “Attachment Filtering Agent” cmdlet d¢ kich hoat.
3. Cau hinh Attachment Filtering d¢ loc cac message chura file dinh kém c6 phan mé rong 1a
vmp.
Trén Edgel, trong Exchange Management Shell, nhap Add-AttachmentFilterEntry
—Name *.vmp —Type FileName, roi nhan Enter.
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EMadine: edgel | Scope: View Entire Forest

[FE1]

dd-AttachmentFilterEntry —Mame #*.ump —-Type Filename

Type Hame Identity

FileHame : ®_ump

Céu hinh thong diép phan hdi cho ngudi guri bang 1énh Set-
AttachmentFilterListConfig -Action Reject -RejectResponse *'The attachment you
included in your e-mail message was not allowed. Your e-mail message cannot be
delivered. Please remove the e-mail attachment, and send your message again."'
trong Exchange Management Shell.
4. Xac nhan Attachment Filtering da dugc 4p dung
Trén SPAMMER, dang nhan vao Outlook Express voi tai khoan Voldermort, giri mot
message dén harry@vsiclab.net véi tiéu dé Test Attachment Filtering— After config
va dinh kém file test.vmp
Cho mot 1at Voldermort s& nhan dugc message bao rang khong thé chuyén message da
gtri cho Harry.
Mo file nhét ky tai C:\WINDOWS\System32\LogFiles\SMTPSVC1, xem thong bao
101.
-lolx
File Edit Format Wiew Help

250-edgel.vsiclab. net+HelTo+[15%2.168.1.230] 0 0 - - - :J
2007-10-11 06:42:46 192.168.1. 222 outhoundConnectionCommand iy
SMTPSVCl SPAMMER — 25 MAIL -

FROM:<voldermort@spamking. com>+SIZE=1287 0 0 - - -

2007-10-11 06:42:46 192.168.1.222 outhoundConnectionkesponse
SMTPSWCL SPAMMER — 25 - — 25042.1.0+Sender+oK 0 0 - - -

2007-10-11 06:42:46 192.168.1. 222 outhoundConnectionCommand
SMTPSWC1 SPAMMER — 25 RCPT - To:<harry@usiclab.net> 0 0 - - -
2007-10-11 06:42:46 192.168.1.222 outhoundConnectionkesponse
SMTPSVCL SPAMMER - 25 - - 250+2.1.5+Recipient+ok 0 0 - - -
2007-10-11 06:42:46 192.168.1. 222 outhoundConnectionCommand
SMTPSVCl SPAMMER — 25 BDAT - 1287+LAST 0 0 - - -

2007-10-11 06:42:54 192.168.1.222 outhoundConnectionkesponse
SMTPSWC]l SPAMMER - 25 — —

nod+your+message+again. 0 O

-1o-11 06:42:54 1%92.168.1. outhoundconnect JonCommand
SMTPSWCl SPAMMER - 25 QUIT - - 0 0 - -
2007-10-11 06:42:54 192.1658.1.222 Out
SMTPSWVC]L SPAMMER - 25 - - Ll

5. V6 hiéu hod cac thiét 1ap da thuc hién dé chuan bi cho bai thuc hanh tiép theo.

VSIC Education Corporation Trang 19



Quan tri bao mat thu dién tr trong Microsoft Exchange Server 2007 Tai liéu danh cho hoc vién

Module 2 Configuring Edge Transport Servers

Bai tap 1 Hién thwc Edge Transport Server Role

Céc cong viéc chinh cua bai tap nay bao gom:
Str dung Security Configuration Wizard dé bao vé Edge Transport server
Céu hinh EdgeSync

Chuén bi

Bai thuc hanh nay can 2 server
EXO01: DNS, DC, Exchange 2007 (Mailbox Server, Client Access, Hub Transport), dia
chi IP 192.168.1.220.
Edgel: Exchange 2007 (Edge Transport), dia chi IP 192.168.1.222.

S dung Security Configuration Wizard dé bao vé Edge Transport server
1. Cai dat Security Configuration Wizard
Trén Edgel vao Start\Control Panel, va nhin Add or Remove Programs.
Nhian Add/Remove Windows Components.
Trén trang Windows Components, trong danh saich Components, chon lua chon
Security Configuration Wizard, roi nhan Next. Sau d6, nhan Finish dé hoan tat qua
trinh cai dat.

Windows Components Wizard

Windows: Components
“ou can add or remove components of Windows.,

To add or remove a component, click the checkbox. A zhaded box means that only
part of the companent will be inztalled. To zee what's included in a component, click

Details.

LCompaonents;

1 EE] Other Metwork, File and Print Services 0.0 Me ;I
[ 484 Remote Starage 4.2 MB

Eﬁ Security Configuration \Wizard 0.6 KB
[ niy" Terrminal Server 0.0mE
[ & Teminal Server | icensinn N7 MR LI

Dezcrption:  Provides guided attack surface reduction for Windows Servers.

Total dizk zpace reguired: 4 6 MB Details |
Space available on disk: 5272.0 MB =

¢ Back I Mext = I Cancel | Help |

Dbong Add or Remove Programs.
2. bang ky Exchange Server 2007 Edge Transport server role extension
Mé Windows Explorer, di chuyén vao C:\Program Files\Microsoft\
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Exchange Server\Scripts. Sao chép file Exchange2007Edge.xml vao thu muc
C:\Windows\security\msscw\kbs. Dong Windows Explorer.

Mé cira s6 Command Prompt, gd 1énh ding dé sir dung Security Configuration
Wizard command-line tool dé diing ky Exchange Server 2007 Edge Transport server
role extension v&i local security configuration database: scwemd register
/kbname:Ex2007EdgeKB /kbfile:
c:\Windows\security\msscw\kbs\Exchange2007Edge.xml

curitysnsscwskhbs

ecuritysms “kbs dzewend register <kbnane:Ex2B87EdgeKB ~khf ile:Excha

Pong cira s6 Command Prompt.
3. Cau hinh bao mat Edge Transport Server voi Security Configuration Wizard.
M¢ Start\Administrative Tools\Security Configuration Wizard.
Trén Welcome to the Security Configuration Wizard, nhan Next.
Trén trang Configuration Action, chon Create a new security policy, nhin Next.
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Security Configuration Wizard |

Configuration Action

You can create a new secarity policy; edit or apply an existing security policy; or rollback the @
last applied security policy.

Select the action you want to perform:

% reate a new security policy!

™ Edit an existing security policy
= apply an exisking security paolicy
" pollback the last applied security policy

Existing security policy: File:

Browse, ., |

Learn more abouk configuration ackions.

< Back I Mext = I Zancel

Trén trang Select Server, nhan Next.
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Security Configuration Wizard x|

Select Server
The configuration of the server you select will be used as a baseline For this security policy,

Select a server bo use as a baseling For this security policy, You can apply this policy to the selected
server or to any other server with a similar configuration.

Server (use DNS name, NetBIOS name, or IP address):

Browse, ., |

& You must have adminiskrator privileges on the selected local server, IF wour current user account
does not have administrakor privileges on the selected local server, click Cancel, rerun the
wizard using Run As, and specify another account,

The 115 6.0 comman files are required on the local maching when remately scanning an 115 6.0
SEVEF,

Learn more about selecting and corfiquring groups of servers,

< Back I Mext = I Zancel

Trén trang Processing Security Configuration Database, nhan View
Configuration Database.

M6 node Exchange 2007 Edge Transport va kiém tra n6 da duge cai dat va kich hoat.
Xem lai cac dich vu yéu cau va cac port trén role nay. Pong cira s6 SCW Viewer, r0i
nhin Next.
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S SCW Yiewer _|Oo| =
B

File Help
[F BEvent Collector

[+ Exchange 2002 back-end server

]

[» Exchange 20032 front-end server
-

Exchange 2007 Edge Transport
Description: This server hosts Exchange 2007 Edge Transport

Required services: Microsoft Exchange aDAM, Microsoft Exchange
anti-spam Update, Microsoft Exchange Credential Service, Microsoft
Exchange Monitoring, Microsoft Exchange Transport, Microsoft
Exchange Transport Log Search

Ports: MSExchangeTransport . exe (), EdgeTransport . exe (),
Microsoft.Exchange. AntispamUpdateSve.exe (), dsamain.exe (),
EdgeCredentialSvc.exe (), MSExchangeTransportLogSearch.exe (),
Microsoft.Exchange Monitoring.exze ()

Status: Installed, enabled

[+ Fax server
[+ File and Print server for Netware

[+ File server
[ Film mmm me Fmar B —miimb mm e ;I
S

|Dune |

Trén trang Role-Based Service Configuration, nhin Next.
Trén trang Select Server Roles, xac nhan Exchange 2007 Edge Transport server role
da duogc lya chon. Chap nhan céc thiét lap mac dinh khac, r6i nhan Next.

Security Configuration Wizard |

Select Server Roles
These server roles are used to enable services and open parts, A server can perform multiple
roles.

Wig: IInstaIIed roles vI

Select the server roles that the selected server performs;

¥ [+ &5P.MET session stake server
[~ [+ DFS server

wchange 2007 Edge Transpio
[+ [ File server

[~ [+ Prink server

[T [+ Remaote access/YPM server
[T [ Telnet server

Learn more about server roles,

< Back I Mext = I Cancel

VSIC Education Corporation Trang 24



Quan tri bao mat thu dién tr trong Microsoft Exchange Server 2007 Tai liéu danh cho hoc vién

Trén trang Select Client Features, nhan Next.

Trén trang Select Administration and Other Options, nhan Next.

Trén trang Select Additional Services, xem lai cac dich vu bd sung ma wizard da phat
hién trén server, nhan Next.

Trén trang Handling Unspecified Services, chon Do not change the startup mode
of the service, rdi nhan Next.

Security Configuration Wizard |

Handling Unspecified Services
Unspecified services are services that are not installed on the selected server and not lisked in
the security configuration database.

This security policy might be applied to servers with services not specified by the policy, When an
unspecified service is found, perform the Following action:

&' Do not change the skarbup mode of the service:

" Disable the service

Learn more about unspedfied services,

< Back I Mext = I Zancel

Trén trang Confirm Service Changes, xem lai cac cau hinh dich vu s& duoc thay doi,
nhén Next.

Trén trang Network Security, nhan Next.

Trén trang Open Ports and Approve Applications, xem lai cac port s€ dugc mo. Ghi
chu cac muc cua cac ing dung duoc chap thuin ma lién quan dén cac tién trinh va
process Exchange stir dung. Cac ing dung duoc ch?ip thuan duoc st dung nhu 1a mét
thay thé cho cac port twong (g, dé céc tién trinh hay dich vu c6 thé mé bat ky port
nao theo yéu cau.
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Security Configuration Wizard |

Open Ports and Approve Applications

The inbound ports listed below are used by the roles and administration options that wou @
selected. Selected ports are opened, unselected ports are blocked.

view:  [all ports |

Select the ports to open:

v [ 42424 (ASP.MET Session State) ;I
[¥ [+ Ports used by ADA&M_MSExchangePorts (dsamain, exe)

¥ [+ Ports used by EdgeCredential3vcPorts (EdgeCredentialSve. exe)

¥ [+ Parts used by EdgeTransportPorts (EdgeTransport, exe)

¥ [+ Paorts used by MSExchangedntispampdatePorts
{Microsaft, Exchange, AntispamiUpdateswve, exe)

¥ [+ Paorts used by MSExchangeMonitoringPorts (Microsoft, Exchange, Manitoring. exe)
[T [ Ports used by \MET Runkime Optimization Service v2,0,50727 _K86 (mscorswvw, exe)
[+ [ Parts used by M3ExchangeTransportParts (M3ExchangeTransport, exe) ﬂ

Add. .. Edlits, ., REmmyve Gdvanced, ., |

Learn more about opening porks and approving applications.

< Back I Mext = I Zancel

Trén trang Open Ports and Approve Applications, nhan Next.
Trén trang Confirm Port Configuration, nhan Next.

Trén trang Registry Settings, chon Skip this section, va nhin Next.
Trén trang Audit Policy, chon Skip this section, va nhin Next.
Trén trang Save Security Policy, nhan Next.

Trén trang Security Policy File Name, nhép tén file policy
C:\windows\security\msscw\policies\Edgel.xml. Nhan Next.
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Security Configuration Wizard

Security Policy File Name
The security policy file will be saved with the name and description that wou provide,

Security policy file name (a ' xml' file extension will be appended if not provided):

CWINDOW' S securibyimssow Palicies! Edge ., xml Browse. .. |

Description {optional);

Wiew Security Policy Include Security Templates. ..

Learn more about saving security policies,

< Back I Mext = I Zancel

Trong hop thoai Security Configuration Warning, nhan OK.
Trén trang Apply Security Policy, nhan Apply now, r6i nhan Next.
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Security Configuration Wizard

Apply Security Policy
You can apply the security policy to the selected server now or laker,

" Apply laker

Run this wizard again to apply this security policy at a laker time.

& Fl o

Wi'hen y.;.._ﬂji.;k Mext, the wizard applies this security policy ko the selected server,

Learn more about applving security policies.

< Back I Mext = I Zancel

Sau khi hoan tat ap dung policy, nhan Next.
Nhén Finish dé hoan tit Security Configuration Wizard.
4. X4c nhan céc thiét lap bao mat da dugc ap dung
Vao Start\Control Panel, nhin Windows Firewall.
Xac nhéan firewall da dugc kich hoat. Trén tab Exceptions, xac nhéan cac tién trinh
Exchange-related c6 xuat hién. Nhan OK.
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%= windows Firewall x|

General Exceptions | Advanced

Windowsz Firewall iz blocking incoming netwark, connections, except for the
programs and services zelected below. Adding exceptions allows some programs
to work better but might increaze your security risk.

Programz and Services:

M ame =
L C:Program FilessMi :rsBinsEdageCredentialS v

C:%Pragram FileshMicrozofthE xchange ServerhBin\EdogeT ranspart exe
C:%Program FileshMicrozofthE xchange ServersBintMicrozoft Exchange.
C:%Program FileshMicrozofthE xchange ServersBintMicrozoft Exchange.
C:A%Program FileshMicrozofthExchange ServerhBin'MSExchangeTrans. .
C:A%Program FileshMicrozofthExchange ServerhBin'MSExchangeTrans. .
CAWAMDOWS\WAD AR \deamain, exe

C:hwfIND O S hepstem32heoshost exe

File and Printer Sharing

Port 123 UDF

Port 135 TCP LI

Add Program. .. Add Port... Edit... Delete |

W Display a notification when Windows Firewall blocks a program

k. I Cancel

Khéi dong lai server Edgel.

Cau hinh EdgeSync
1. Xac nhan DNS c¢6 thé phan giai dugc tén Edge Transport Server.
Trén EX01, m& DNS management console tir Administrative Tools.
Mé Forward Lookup Zones, nhin vao vsiclab.net.
Xéc nhan co entry phan giai Edgel thanh 192.168.1.222.
bong DNS management console.
2. Tao file subcription cho Edgel.
Trén Edgel, mo Exchange Management Shell, nhap New-EdgeSubscription, roi
nhan ENTER.
Tai d4u nhéic FileName, nhdp C:\Edgelsubscription.xml va nhin ENTER.
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B Machine: edgel | Scope: View Entire Forest

ption at command pipeline position 1
Supply wal Fio parameters :

FileMame: H 3 Lo o o - xml

¢ completed within the
re the
[H]1 Mo ] i [?]1 Help

Dong Exchange Management Shell.

Mo Windows Explorer, sao chép file C:\Edgelsubscription.xml vao \EX01\CS.
3. C4u hinh ddng bo giita EX01 va Edgel.

Trén EXO01, open the Exchange Management Console, m¢ Organization

Configuration, and then click Hub Transport.

Nhin New Edge Subscription dé khdi dong New Edge Subscription wizard.

Hub Transport “
:zj Mew Remote Domain. .,
:E-j Mew Accepted Domain, ..

Mew E-mail Address Palicy. ..

i

Mew Transport Rule. .,

Mew Journal Rule.

0

Mew Send Conneckor. ..

Mew Edge Subscription. j

Wig L4
Refresh
@ Help

Trén New Edge Subscription page, click Browse.
Trong hop thoai Select the Subscription File, chon file C:\Edgelsubscription.xml,
va nhan Open.
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Mew Edge Subscrnption

Edge Subscriptions are uzed to identify the Edge Tranzport servers that will be managed by
uzing replicated configuration frarm within the Exchange organization.

Specify the Active Directory zite of which this Edge Tranzport server will become a member

Active Directary zite:
Default-First-Site-M ame j

Specify the location of the Edge Subscription file for the specified Edge Transport server.
Subscription file:

IE:'\E dge] Subscription. sml Browse |

v Automatically create a Send connectar for this Edge Subscription

Trén trang New Edge Subscription page, click New, and then click Finish.
Dong Exchange Management Console.
4. Xac nhan dong bo giita EX01 va Edgel.
Trén Start menu, vao All Programs\ADAM\ADAM ADSI Edit.
Trong console tree, nhdn phai vaio ADAM ADSI Edit, roi chon Connect to.
Trong hop thoai Connection Settings, trong hop Connection name, nhap Recipients
Trong 6 Port, d6i thanh 50389.
Chon Distinguished name (DN) or naming context, va nhap
OU=MSExchangeGateway roi nhan OK.

Connecktion Settings il

Connection narme:

I Recipient
Server name: Part
I localbiost j I 50339

Connect ko the Following node:

%' Distinguished name (DM o naming conkexk:

I OU=M3E:changeGateway| j

™ well-known naming context:

ICDnFiguratiDn j

Connect using these credentials:

{* The account of the currently logged on user
™ This account:

User mame: Iﬁ j

Fassword: I

0K I Cancel |

M6 Recipients [localhost:50389], 161 m& OU=MSExchangeGateway. Xac nhan
CN=Recipients container da dugc tao dudi OU=MSExchangeGateway.

Ch y:

Viéc dong bo co thé mat vai phat, néu thiy qué lau co thé dung Start-

EdgeSynchronization cmdlet dé kich hoat tién trinh dong bo.
Nhan CN=Recipients, xac nhan cac user trong domain vsiclab.net di xuét hién.
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< ADAM ADST Edit Mame | Class
E‘B Recipient [localhost:50389] CM=09a72515-Tche-4b5d-...  user
= oU=MsExchangeGateway ] ch=sbSzadd7-6692-4cdS-,.,  user

Lser
Ch=ca3e519b-7fbE-459d-,,, user

-0 CH=aAddress Rewrite Configuration ChH=calet4a5-dF5z-4e52-. .
- CH=LostandFound
-0 CH=NTDS Quatas

l:l CM=Recipients
-0 CN=Rales

bong ADAM-adsiedit.
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Bai tdp 2 C4u hinh Domain Security

Cong viéc chinh cia bai tap nay bao gom:
Céu hinh cac SMTP connector trén EX01 server véi mot certificate ding ching thyc
TLS va ma hao. Cac connector nay s& chi ding cho két ndi v6i spamking.com.
Céu hinh danh sach Outbound and Inbound domain security.

Chuéin bi

Bai thyc hanh nay can 2 server
EXO01: DNS, DC, Standalone Root CA, Exchange 2007 (Mailbox Server, Client
Access, Hub Transport), dia chi IP 192.168.1.220.
Edgel: Exchange 2007 (Edge Transport), dia chi IP 192.168.1.222.

1. Yéu cau va cai dat mot certificate tir CA.
Trén Edgel, trong Exchange Management Shell, dung 1énh New-
ExchangeCertificate —GenerateRequest —FriendlyName ‘Secure E-Mail Certificate’
—Path C:\certrequest.req -SubjectName
“DC=net,DC=vsiclab,CN=edgel.vsiclab.net” -DomainName ‘vsiclab.net’ dé yéu
cAu mot certificate moi.

B Machine: edgel | Scope: Yiew Entire Forest =101

Hew—ExchangeCertificate —GenerateRequest —FriendlyMame "Secure E-Mail C

ctrequest . preg —SubjectMame "DC=pet.DC=vusiclah.CH=edgel .us
iclab.net" —DomainMame "wvsiclah.net’

T]|||r.|'||.;|||-1'||l.

4681 BESATDC7RGBAT?1IIFDEADIFDBS6IFEFEYS 2D CH=edgel .vsiclab.net,. D...

[PE1

Sao chép file yéu cau certificate certrequest.req dén \\EXO01\c$.
Trén EXO01, trong Certification Authority MMC snap-in, nhan phai vao VSIC
Certification Authority, chon All Tasks = Submit new request.
Certification Autharity {Local) Mame
ERI®] /1C Certificatigaintbosi

[ T = VU T =TT SR

[ Revoked Ce all Tasks 2 Shart Service
..... (23] Issued Cert view R Skop Service
- [ Pending Re — = o ————
‘] Falled Requ  Refresh = e
Export List, . Back up CA...
. Restore CA...
Properties
- Renew CA Certificate. ..
Help
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Chon file yéu cau certificate C:\certrequest.req trong hop thoai Open Request File,
roi nhan Open.

Trong Certification Authority MMC snap-in, vao Pending Requests, nhan phai vao
yéu cau vira giri, chon All Tasks = Issue.

@ Certification Authority {Local) Request ID
EI@ VSIC Certiication Authority || 5
‘[ Revoked Certificates

View Attributes/Extensions. ..

------ (L 1ssued Certificates

Export Binaty Daka...

Refresh

423 Pending Requests
[ |:| Failed Requests Help

Trong Certification Authority MMC snap-in, vao Issued Certificates, nhin phai vao
certificate vira cAp phat, chon Open.

Trong hop thoai Certificate, vao tab Details, nhdn Copy to File.

Trén trang Certificate Export Wizard, nhan Next.

Trén trang Export File Format, chon DER encoded binary X.509 (.CER), r6i nhan
Next.

Certificate Export Wizard x|

Export File Format
Certificates can be expaorted in a variety of file Formats.

Select the Format wou wank to use:

* DER encoded binary #.509 (L CER

" Base-64 encoded ¥,509 {,CER)

" Cryptographic Message Svntax Standard - PKCS #7 Certificates {LF7E)
™| Include all certificates in the certification path if possible

€ Personal Infarmation Exchange - PRES #12 (P2
[T Include all certificates in the certification path if passible
™ | Enable strong protection (requires IE 5.0, W 4.0 5P4 ar above)

[T Delete the private key it the expart s successhul

< Back I Mext = I Cancel

"Erén trang Export7t0 ,File, xac dinh file tao ra 1a C:\IssuedEdgeCert.cer, nhén Next,
roi nhan Finish dé két thuc wizard.
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Certificate Export Wizard x|

File to Export
Specify the name of the File vou want o export

File name:

Ci\IssuedEdgeCert, cer| Browse, .. |

< Back I Mext = I Cancel

Sao chép file C:\IssuedEdgeCert.cer vao \\Edgel\CS.
Trén Edgel, trong Exchange Management Shell, dung 1¢énh Import-
ExchangeCertificate —Path C:\IssuedEdgeCert.cer | Enable-ExchangeCertificate —
Services SMTP dé import certificate.
2. Trén Edgel, bd sung thém mot dia chi IP méi 192.168.1.250 vao Local Area Connection.
Dia chi IP nay s& dugc danh rién cho két ndi v6i Spamking.
Trén Edgel, truy cdp vao Local Area Connection properties, roi vao Internet
Protocal (TCP/IP) Proprerties, nhan Advanced.
Trong hop thoai Advanced TCP/IP Settings, vao tab IP Settings, nhin Add, roi nhép
dia chi IP 192.168.1.250, subnet mask 255.255.255.0 vao hop thoai TCP/IP Address.
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Advanced TCP/IP Setti 2] X

IP Settings |pns | wins | Options |

—IP addresses

IP address | Subnet mask.
192.168.1.222 255,255,255.0
add. ., | Edit... | Remoye |
N TCP/IP Address e | -
IP address:
Subret mask: | 255 255 255 . ©
add Zancel | I

—Iv Aukarmatic metric

Interface metric: I

Ik, Zancel

Nhén Add, rdi nhin OK 3 1an dé thoai khoi hop thoai Local Area Connection
properties.
3. Trén Edgel, thay d6i cau hinh cia SMTP Receive connector mic dinh, va tao mot
SMTP Receive connector ma sé ding dé nhan e-mail tir spamking.com.
Trén Edgel, trong Exchange Management Console\Organization
Configuration\Edge Transport, vao tab Receive connector, nhan phai vao Default
internal Receive connector EDGE1 chon Properties.
Trong hdp thoai Default internal Receive connector EDGE1 Properties, vao tab
Network, chon (All Available) tai Local IP address(es), nhan Edit.
Trong hdp thoai Edit Receive Connector Binding, chon Specify an IP address va
nhap vao dia chi IP 192.168.1.220. Nhin OK 2 1in dé hoan tit.
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Default internal receive connec x|

General Metwaork |.-’-'-.uthenliu:aliu::n| Fermizzion Groups

|z these local IP addreszes to receive mail:

maadd S Edt X
Local IP address[es) | Part |
[&l A ailable] 2h

Edit Receive Connector Binding x|

" Usze all IP addresses available on this server

' Specify an IP address:
[152.188.1.220
Recel Example: 192.168.1.10

Eﬂ]'ﬂ'! Fart:
Remr |25— I

0.0
] I Cancel

(] I Cancel Spply Help

Trén Edgel, trong Exchange Management Console\Organization
Configuration\Edge Transport, vao tab Receive connector, nhan New Receive
Connector trong Action pane.

edgel
[ Enable Anti-spam Updates. ..

[£ Mew Receive Conneckor. .. ]

"2 Mew Send Connectar...

._—T Mew Transport Rule, ..
=

&H Mew Accepted Domain, ..

W4 Properties

& Help

Trén trang Introdution, nhap tén connector 1a Spamking Receive Connector, nhan
Next.
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Introduction

Thiz wizard helpz you create a new Receive connector on the selected Exchange zerver.
To configure properties not shown in thiz wizard, in the Exchange Management Conzole,
zelect the new connector. Then, in the action pane, click Properties.

M ame:

ISpamking Feceive Connectal

Select the intended wze for this Beceive connector:

I Custom j

Description: Select thiz option to create a customized connector, which will be used to
connect with systems that are not Exchange servers.

Trén tfang Local Network settings, chon (All Available) ‘tai Local IP address(es),
nhan Edit, nhap vao dia chi [P 192.168.1.250. Nhan OK r6i nhan Next.

Local Metwork zettings

|z these local IP addreszes to receive mail;

maadd M Edt X

Local IP address[es) | Fort |

[&ll &xwvailable) 20

Edit Receive Connector Binding x|

" Use all IP addiesses available on this server
& Specify an IP address:

[192.168.1.250
Example: 192.168.1.10

Port:

—

] I Cancel

Specify the FODM thiz connector will provide in responze to HELO or EHLO:

[E =ample: mail. contoso. com]

Trén trang Local Network settings, x6 entry 0.0.0.0-255.255.255.255 tai Remote IP
address(es), roi nhan Add, nhap vao dia chi IP 192.168.1.230 . Nhan OK ro6i nhan

Next.
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Remote Hetwork settings
Receive mail from servers that have these remote P addrezses:
gAAdd - 7 Edi

Remote IP address(es] |

Add IP address{es) of Remoke Servers ﬂ

Address ar address range
[152.168.1.230

Example: 192.168.1.0/24

Ok I Cancel

4. Trén EXO01, tao mot SMTP Send connector ma s& dung dé giri e-mail dén spamking.com.
Trén EXO01, vao Exchange Management Console\Organization Configuration\Hub
Transport, vao tab Send Connectors, nhan New Send Connector trong Action pane.

Actions

Hub Transport -
;:j Mew Remote Domain, ..

&8 Mew Accepted Domain, ..,

L; Mew E-mail Address Palicy. ..

Mew Transport Rule. ..

Mew Journal Rule...

Mew Send Conneckar. .

@ oI B D

Mew Edge Subscription. ..

Wign 4
Refresh

E2 Help

Trong trang Introduction, nh@p tén connector 1a Spamking Send Connector, chon y
dinh sir dung 1a Partner, nhan Next.

5]
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Introduction

This wizard helpz you create a new SMTP Send connector on the zelected Exchange
zerver. To configure properties not shown in thiz wizard, in the Exchange Management
Conzole, select the new connector. Then, in the action pane, click Properties.

Mame:

ISpamking Send Connector

Select the intended wze for this Send connector;

I Partrer j

Description: Partner Send connectors are used to zend e-mail to partner domainz. This
connector will be configured to only allow connections to zervers that authenticate with
Tranzport Layer Securnity [TLS] certificates for SMTP domains that are included in the list of
domain-zecured domains. v'ou can add domaing to this st by uzsing the  # .

| TL5SendDomains ecurelizt parameter in the Set-TranspartConfig bé_r_r'wa}'ia'_fd ., '{_}fﬁ

Trong trang Address space, nhén Add va nhap spamking.com vao hdp thoai Add
address space, nhan OK r6i nhan Next.
Address space

Specify the addrezs space(z] to which thiz connector will route mail:

w5 Add

Damairy | Type I

Add Address Space x|

Domair;

Ispamking.cum

¥ {inchide &l subdomains!

] I Cancel I_

| o sl By Bt I,PJ,I'

Trén trang Network Settings, giit nguyén thiét 1ap mic dinh, nhin Next.
Trén trang Source Server, thém server Edgel va xod céac server khac néu co, nhan
Next.

Source Server

fzzociate thiz connector with the following Hub Transport servers. Alternatively, you can
add Edge Subszcriptions to this lizt.

andd... K

M ame Site Rale

Detault-First-Site-M arme

Nhén New ¢ trang Connector va nhan Finish & trang Complete dé két thuc.
Trén EXO01, trong Exchange Management Shell, budc tién trinh EdgeSync chay
ngay lap tirc bang 1énh Start-EdgeSynchronization.

5. Trén EX01, c4u hinh danh sach outbound and inbound domain security.
Trén EXO01, trong Exchange Management Shell, b6 sung spamking.com vao danh
sach send domain bang 1énh sau: Set-TransportConfig ~TLSSendDomainSecureL ist
spamking.com.
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Trén EXO1, trong Exchange Management Shell, bo sung vsiclab.net vao danh sach
receive domain bang 1énh sau: Set-TransportConfig —TLSReceiveDomainSecureList
vsiclab.net.

Kiém tra cac cau hinh bang 1énh Get-TransportConfig.

B Machine: exd | Scope: vsiclab.net

c—Trans portConf ig

ries
yf DSHFo e

na lir-; gEnabled
oc hSBEnahbled
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Module 3 Implementing Messaging Policies

Bai tdp 1 C4u hinh Messaging Records Management

Trong bai tip nay, ban s€ tao mdt thu muc managed custom folder va c4u hinh thiét lap
managed content. Sau do, ban s€ tao chinh sach managed content policies va gan chinh sach
nay cho cac user theo yéu cau.

Chuin bj
Trén EXO01, va Active Directory Users and Computers, tao mot OU Gryffindor.

1. Tao mdt thu mu managed custom mailbox folder named Gryffindor Confidential.
Trén EXO01, vao Exchange Management Console\Organization
Configuration\Mailbox, vio tab Managed Custom Folders, nhin New Managed
Custom Folder trong Action pane.

Mailbox -
L Mew Address List...

Mew Managed Default Folder. ..

1 Mew Managed Custom Folder... ]

[
L£ Mew Managed Folder Mailbox Palic. .
2 Mew Offline Address Book, .,

Wiew 4
Refresh

@ Help

Trong trang New Managed Custom Folder, nhap tén Gryffindor Confidential, chu
thich All confidential items related to Gryffindor should be posted here. Messages
in this folder are valid for 180 days va chon Do not allow users to minimize the
comment in Outlook, réi nhan New.
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Mew Managed Custom Folder
Managed custom folders are mailbox folders with settings that contral the content within the
falder.

M arne:

| Gryffindor Confidential

Dizplay the following name when the folder iz viewed in Office Outlook:

| Gryffindor Confidential

[~ Storage limit (KB] for this folder and its subfolders: I

Dizplay the fallowing comment when the falder is viewed in Outloak:

All confidential items related to Gryffindor should be posted here. Messages in this folder ;I
are walid for 180 days

[~

Iv {0 not allow users to minimize this comment in Ootioolk: [,»’L:_','_I {'ﬂ: {: r}f{f

2. CAu hinh thiét 13p ndi dung cho thu muyc Finance Confidential folder dé tat ca cac message

s& duoc gitr lai trong 180 ngay, sau d6 message s& dugc danh du hét han trong Outlook.
Trén EXO01, vao Exchange Management Console\Qrganization
Configuration\Mailbox, vio tab Managed Custom Folders, nhin phai vao
Gryffindor Confidential, chon New Managed Content Settings.

B Mailbox 1 object
kanaged Folder Mailbox Palicies | Offline Address Book |
Address Liste | b anaged Default Folders P anaged Custom Folders

M ame Folder Type Desc

. Gryffindor Co

Mew Managed Content Settings. ..

Remove
Properties
s ralc 1

Trong trang Introduction, nhap tén Gryffindor Confidential Content Settings, kiéu
message All Mailbox Content. Cau hinh dé message duoc giit lai sau 180 ké tir khi
chuyén vao thu muc nay. Sau khi hét thoi han duy tri, message s& dugc danh diu Past
Retention Limit trong Outlook, r6i nhan Next.
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Introduction
Managed content settings allow you to control the lifespan of items of the zpecified
meszzage wpe.

Mame of the managed content zettings to be dizplaved in the Exchange tanagement
Conzole:

IGr_I,Iffindu:ur Confidential Content Settings

| Message twpe:
| & Mailbo Content |

IV Length of retention period [days); 180

Retention period starks:

Action to take at the end of the retention period:
IMark az Pazt Retention Lirnit j

M ave ta the following managed custom folder:

I Brawse,.. |

Mote: The target managed custam folder must already exist. Managed custom folders
are created by uzing the Mew tanaged Folder wizard. [;',f_,’ f (:‘ ' (}ff’j

Trong trang Jounaling, giit nguyén moi thiét 1ap, nhan Next, nhdn New rdi Finish dé

két thuc.
¥ Mailbox 2 objects
tdanaged Folder Mailbox Policies I Offline Addrezs Book, |
Address Lists I i anaged Default Folders tanaged Custom Folders
M ame | Folder Type
=g Gryffindor Confidential Managed Custom Folde

E;%Gr_l,lffindu:ur Confidential Content Sett... kManaged Content Settings

i

3. CAu hinh thiét 1ap noi dung cho tat ca cac thu muc mailbox khac dé cac message s€ bi xoa

bo sau 90 ngay.
Trén EXO01, vao Exchange Management Console\Qrganization
Configuration\Mailbox, viao tab Managed Default Folders, nhan phai vao Entire
Mailbox, chon New Managed Content Settings.
Trong trang Introduction, nhip tén Mailbox Content Settings, kiéu message All
Mailbox Content. C4u hinh dé message duoc giit lai sau 90 ké tir khi message dugc
giao. Sau khi hét thoi han duy tri, message s& duoc x04 bo va cho phép phuc hdi., rdi
nhén Next.
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Introduction

M anaged content settings allow you to control the lifespan of items of the specified
message wpe.

M arme of the managed content zettings to be dizplayed in the Exchange Management
Conzole:

IMaiII:lm-c Content Settings

Mezzage type:
| &1 Mailbax Cantent =]

W Length of retention period [days); IEID

Retention penod starts:

IWhen delivered, end date for calendar and recurning tazks j

Action to take at the end af the retention period:

kM ove ta the following managed custanm folder:

I Browse... |

Mote: The target managed customn folder must alkeady exizt. Managed custom folders
are created by uzing the Mew Managed Falder wizard. I -‘.)’ B (R ,.-’)H’J,F
. =t L

¥ oo

Trong trang Jounaling, giit nguyén moi thiét 1ap, nhan Next, nhdn New rdi Finish dé
két thiic.

4. Cau hinh chinh sac managed folder mailbox ma s& ap dung cho tat ca user.

to all users.
Trén EXO01, vao Exchange Management Console\Organization
Configuration\Mailbox, vio tab Managed Folders Mailbox Policy, nhin New
Managed Folder Mailbox Policy trong Action pane.

Actions

Mailbox -
L Mew Address List...

Mew Managed Default Folder, ..

" Mew Managed Custom Folder...

i
@ Mew Managed Faolder Mailbaox Policy. . j
2 Mew Offline Address Book..,

Wiew 4
Refresh
@ Help

Trong trang New Mailbox Policy, nhap tén Default Policy — All Users. Nhan Add roi
chon Entire Mailbox, nhan OK r6i nhan New va nhan Finish dé két thuc.
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Mew Mailbox Policy

A managed falder mailbox policy groups together a zet of managed folders 2o that pou can
add multiple folders to a uzer mailbox in a single step.

t anaged falder mailbox policy name:

IMaiII:u:u:-: Content Settings

Specify the managed folders that you want to link to this policy:

8 Add. .

Falder | Dezcription | Folder Type

ot Entire: Mailbox Managed Default Folder &l other Folders in the mailk

« ; gl
ISR Ry S 1]
Foaed L i & Tt gt L,

Vao Exchange Management Console, st dung 1énh Get-Mailbox | Set-Mailbox —
ManagedFolderMailboxPolicy ‘Default Policy — All Users’ dé gan policy cho tat ca
user.

5. Cau hinh chinh sach managed folder mailbox ap dung cho Gryffindor.
Trén EXO01, vao Exchange Management Console\Qrganization
Configuration\Mailbox, viao tab Managed Folders Mailbox Policy, nhin New
Managed Folders Mailbox Policy trong Action pane.
Trong trang New Mailbox Policy, nhdp tén Griffindor Policy. Nhan Add rdi chon
Entire Mailbox va Gryffindor Confidential, nhdn OK rdi nhian New va nhan Finish
dé két thic.
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Hew Mailbox Policy
A managed falder mailbox policy groups together a zet of managed folders 2o that pou can
add multiple folders to a uzer mailbox in a single step.

t anaged falder mailbox policy name:
| Griffindar Palicy

Specify the managed folders that you want to link to this policy:

eaadd.. X
Falder | Dezcription | Folder Type
g Entire: Mailbos: Managed Default Folder &l other folders in the mailk
4 Gryffindor Confidential i anaged Folder b anaged Cusztom Folder
* l-'—f-r—;-.u—.j ¥l fJI
ot O, ol

Vao Exchange Management Console, st dung I¢énh Get-Mailbox | where-object
$_.distinguishedname —ilike ‘*ou=Griffindor,dc=vsiclab,dc=net’} | Set-Mailbox —
ManagedFolderMailboxPolicy ‘Gryffindor Policy’ dé gan policy cho tit ca user
trong OU Gryffindor.
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Bai tdp 2 C4u hinh luat Transport and Journaling
Trong bai tap nay, ban s& cau hinh transport and journaling rule theo yéu cu cua cong ty.

Chuin bj
Tao moét distribution group tén Gryffindor vdi cac thanh vién la Harry, Ronald.

1. Tao mot transport rule dé b sung mot disclaimer vao tt ca cac message giri qua Internet.
Trén EXO01, vao Exchange Management Console\Organization Configuration\Hub
Transport, vao tab Transport Rules, nhan New Transport Rule Action pane.

Hub Transport -
:j Mew Remote Domain, ..
&7 Mew Accepted Domain. ..

L;* Mew E-mail Address Palicy. ..

[_ Mew Transport Rule. . j

B Mew Journal Rule...
" Mew Send Connectar...
'g@ New Edge Subscription. ..
Yiew 3
Refresh
@ Help |

Trén trang Introduction, nhap tén rule Internet E-Mail Disclaimer, nhan Next.
Introduction

Thiz wizard allows wou to create a new e, Rules check each mezzage for predefined
conditionz, |f the condition iz true for a meszage, the rule actions are applied to the
Mmessage.

M ame:

Internet E -bdail Disclaimed

Comment;

=

=
| ¥ Enable Fule 745, _f'(_', cOll

Trén trang Conditions, chon Sent to users inside or outside the organization, nhan
va Inside, chon scope Qutside trong hop thoai Select scope, nhan OK r6i nhan Next.
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Conditions
Step 1: Select condition(z):

O trom pecple

O from a member of distribution list

O from users inside or outside the organization

O zent to people

O zent to a member of distribution list

zent bo uzers ingide or outzide the organization

O between members of distribution list and distibution list

O when any of the recipients in the To field iz people

O when any of the recipients in the To field iz a member of distribution list
O when any of the recipients in the Cc field iz people

O when any of the recipients in the Cc field iz a member of distribution list
1 when anv of the recicients in the To or Cc fields are peoole

Step 2 Edit the rule deszcription by clicking an underlined value;

Apply rule to messages
zent to users Outside the arganization

Select scope

Scope:

Qutzide

Inzide

< Back | HETE. ' }'
e

— i

EE.EEP_J

»’—.;#Jf

Trén trang Actions, chon append disclaimer text ..., nhan vao disclaimer text, nhép
vao This e-mail is intended solely for the use of the individual to whom it is
addressed trong hp thoai Specify disclaimer text, nhan OK r6i nhan Next.

Internet.

Actions
Step 1: Select action(z):

O log an event with meszage
O prepend the subject with sting
O apply meszage classification

O et the zpam confidence level o value

O szt header with value

O remave header

O add a recipient in the Tao field addresses

O copy the meszage to addresses

O Elind cabon copy [Ecc) the message to addresses

q] redirect the meszage to addresses
4

Step 2 Edit the rule description by clicking an underlined walue:

append dizclaimer text uzing font, size, color, with zeparator and fallback to action i

il

Apply rule to messages
zent to uzers Dutzside the arganization

append This e-mail iz intended zolely for the uge of the individual to whom itz

unable to apply.

addreszed  using Anal, smallest, Gray, with zeparator and fallback to wiap if

/]
Trén trang Exceptions, nhin Next, rdi nhin New, nhan Finish dé két thuc.
2. Tao mdt transport rule dé chan tat ca message thudc loai Company Confidential gui ra
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Trén EXO01, vao Exchange Management Console\Organization Configuration\Hub
Transport, vao tab Transport Rules, nhan New Transport Rule Action pane.
Trén trang Introduction, nhap tén rule Company Confidential Rule, nhan Next.
Trén trang Conditions, chon Sent to users inside or outside the organization, nhén
va Inside, chon scope Outside trong hop thoai Select scope, nhan OK roi nhin Next.
Chon Marked with classification, nhan vao classification, chon
ExCompanyConfidential trong hdp thoai Select message classification.
Conditions
Step 1: Select condition(z):
[ sent to a member of distribution list ﬂ
zent to uzers ingide or outzide the organization
O between members of distibution list and distribution list
O when any of the recipients in the Ta field is people
O when any of the recipientz in the Ta field iz a member of distibution list
O when any of the recipientz in the Cc field iz people
O when any of the recipientz in the Cc field iz a member of distibution list
O when any of the recipients in the Tao or Ce fields are people
O when any of the recipientz in the Tao or Ce fields iz a member of distribution list
marked with clazsification
O when the Subject field containg specific words

1 when the Subiect field or the bady of the messane containg soecific words LI

' Step 2: Edit the rule description by clicking an underlined walue:

Apply rule to mezsages
zent bo uzers Dutside the organization
and marked with ExCompanyConfidential /]

Trén trang Actions, chon send bounce message to sender with enhanced status
code, stra message text thanh Company confidential e-mail messages cannot be

sent to the Internet.
Actions
Step 1: Select action(z]:

O append dizclaimer test using font, size, color, with separatar and fallback o action i;l
O et the zpam confidence level to value

O st header with value

O remove header

O add a recipient in the Tao field addresses

O copy the meszage to addresses

O Elind cabon copy [Ecc) the message to addresses

O redirect the message to addresses

zend bounce meszage to sender with enhanced statuz code
O silently drop the mezzage

4| | _’I_

| Step 2 Edit the rule description by clicking an underlined walue:

Apply rule to messages
zent to uzers Dutzide the organization
and marked with ExCompatyConfidential

zend Company confidential e-mail meszages cannot be zent to_the Intemet to
gender with 5.7.1 fl

Trén trang Exceptions, nhin Next, rdi nhin New, nhan Finish dé két thuc.
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B Hub Transport

Remate Domains I Accepted Domainz I E-mail Addresz Policies |
Transport Rules | Jaurnaling | Send Connectors I Edge Subscriptions |

MHame Pricrik State

: Company Confidential Rule Enabled
| Internet E-Mail Dizclairner 1 Enabled

3. Tao mot mailbox dé journaling messages cho phong Finance.
the Finance department.
Tao mdt recipient voi cac thudc tinh sau:with the following attributes:
0 First name: Finance Journal Mailbox
0 User Logon name (User Principal Name): FinanceJournalMailbox
0 Password: <tw dat>
0 Confirm password: <ty dat>
Usger Information
Enter the user name and account information,

Qrganizational unit:

Ivsiu:lal:u.net.-’Ll ZEME Browse. .. |

First name: Initials: Last name:

IGr_I,Iffindu:urJ ournaltd ailbox

M arne:

IGr_I,Iffindu:urJ ournaltd ailbox

zer logon name [ zer Principal Mame]:
IGr_-,-ffindnrJ ournaltd ailbox I (@vziclab. net j

zer logon name [pre-windows 2000):

IGr_I,Iffindu:urJ ournaltd ai

Fazgword: LConfirm pazsward:

[T User must change passward at next logon I;’Ii_"’

rC, cofll
4. Tao mot journal rule ma s& luu mot ban sao tat ca cac message guri di tir user trong
Gryffindor.

Trén EXO01, vao Exchange Management Console\Organization Configuration\Hub

Transport, vao tab Journaling, nhan New Transport Rule Action pane.
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Hub Transport -
::j Mew Remote Darmain, ..

& Mew Accepted Domain...

-J_,- Mew E-mail Address Palic...
Mew Transport Rule. ..

ﬁ: Mew Journal Rule... j

" Mew Send Connectar...

'&) Mew Edge Subscription. ..
View ]
Refresh

@ Heljs

Trén trang New Journal Rule, nhap tén rule Gryffindor Department Message
Journaling, email address 1a GryffindorJournalMailbox, scope 1a Global-all
messages. Chon Journal message for recipient, nhan Browse, chon Gryffindor
distribution group. Nhin New ro6i nhin Finish dé két thuc.

Hew Journal Rule
Thiz wizard helps you create a new journal rule. when enabled, the new journal rule iz
executed on your organization's Hub Transport servers.

Rule name:

IGr_I,Iffinu:Iu:ur Department Meszage Journaling

Send Journal reports to e-maill address:
IGr_I,Iffinu:Iu:urJ ournaltd ailbox Browsze. . |

Scope:

¢ Global - all messages
" Intemnal - internal messages only

" External - meszages with an external sender or recipient

[ ¥ Joumal messages for recipient;

IGry[findDr@vsiclah.net

[¥ Enable Fule

3 Touse premium [ournaling, you must have an Exchange Enterprize Client Access License

(AL S re, cofl

5. Kiém tra the transport va journaling rules.
Trén EXO01, open Internet Explorer and go to https://ex01/owa, dang nhap vao tai
khoan Harry va giri mot message dén Voldermort tai spamking.com
Guri mot message khac dén Voldermort danh d¢au message thudc loai 13 Company
Confidential.
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3 https:/ /exd1.vsiclab.net - Untitled Message - Microsoft Internet Explorer

N @ & Y 8 B V - H-

=1 3end

Company Confidential - This message contains proprietary information and sho

EE Ta...
G e,

Subject:

Tahoma

Test fransport rule

voldermortidspamnking. com

HTT

Mo Restrickion
A/ Privileged
¥ Company Confidential

Comparry Inkernal
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Trén SPAMMER, mé Outlook Express. Xac nhin message thtr nhat giri tir Harry ¢
disclaimer. Message thir hai khong dén duoc.
Trén EXO01, trong OWA, x4c nhan Harry da nhan dugc mot message tur postmaster
béao rang khong thé chuyén giao message dén Voldermort.

Dung tai khoan Harry giri mot thong diép méi dén Ronald 1a thanh vién cia

distribution group Gryffindor.
bang nhap vao tai khoan GryffindorJournalMailbox@vsiclab.net. X4c nhan journal
bao bao c6 mdt message duoc guri di tir mailbox cua Harry.

Test transport va journaling rule

Microsoft Exchange on behalf of Harry Potter

Sent: Saturday, Cctober 13, 2007 3:03 PM
To: Fonald Weasley

Attachments: | ] Test bransport va journaling role

fender: harry@vsiclab.net
Subject: Test transport va
Journaling rule

Message-Id:
<C2482050C772FA4ER4EVELTEEFE4ST
To: ronald@vsiclakliigt
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